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Make
a Few 
Strong
Passwords

BEST PRACTICE - PRIORITY

FREE



Sentence-long

LESSONS TO LEARN

Unique
Random

Extra special characters

S.U.R.E.



Use
A Password
Manager

BEST PRACTICE

FREE





Learn to
Check
Suspicious
Emails

BEST PRACTICE



Subject: Urgent
Date:    Sat, 2 Dec 2017 20:14:10 +0100
From:    Alberto <alberto@gmail-r.com>
To:      Anna <anna@gmail.com>

Hi their,
I think I have some REALLY explosive news about 
the governor. Check out the evidence in the file 
attached now!

-Alberto



Subject:   Hello
Date:      Sat, 2 Dec 2017 20:14:10 +0100
From:      Alberto <alberto@gmail.com>
To:        Anna <anna@gmail.com>

Hi there,
I found this about you on Facebook.

I can’t believe you would do such a thing: 
www.facebook-net.com/shkhdkjhjh36767

-Alberto

http://www.facebook-net.com/shkhdkjhjh36767




https://www.facebook.login.com/

Not safe



https://www.facebook.com/NOT-SAFE-DO-NOT -CLICK

safe



http://www.facebook.com/login

?

Not safe



safe



virustotal.com

FREE



Enable 
Multi-Factor 
Authentication

PRIORITY

FREE



Credit: AccessNow.org



Software is trusted
MENTAL CHECKLIST

OS is up-to-date

Firewall is on

AV is on



Install
Apps From
Official
Store

BEST PRACTICE

FREE



FREE
End-to-end encrypted

COMM TOOL: STANDARDS

Open source

Anonymous sign-up

Remote deletion 
(+ Self-destructing messages)

No metadata collection

Usability

Jurisdiction

Price

Signal

For more: Signal.org

1. TEXT, 
VOICE



FREE
End-to-end encrypted

COMM TOOL: STANDARDS

Open source

Anonymous sign-up

Remote deletion 
(+ Self-destructing messages)

No metadata collection

Usability

Jurisdiction

Price

For more: whatsapp.com

1. TEXT, 
VOICE



FREE
End-to-end encrypted

COMM TOOL: STANDARDS

Open source

Anonymous sign-up

Remote deletion 
(+ Self-destructing messages)

No metadata collection

Usability

Jurisdiction

Price
For more: protonmail.com

2. EMAIL



FREE
End-to-end encrypted

COMM TOOL: STANDARDS

Open source

Anonymous sign-up

No metadata collection

Usability

Jurisdiction

3. CONFERENCING

Remote deletion 
(+ Self-destructing messages)



FREE
End-to-end encrypted

COMM TOOL: STANDARDS

Open source

Anonymous sign-up

No metadata collection

Usability

Jurisdiction

For more: meet.jit.si

3. CONFERENCING

Remote deletion 
(+ Self-destructing messages)

+ Can be self-hosted

meet.jit.si



FREE



Install
the Right
Browser
Add-ons

QUICK AND EASY



FREE



       uBlock Origin

FREE



       uBlock Origin

FREE



VPN

VARIABLE

COST



Encryption 
of data 
at rest

BUILT-IN OPTIONS



4S+

FREE



Check
Your Accounts’
Privacy



security.google.com



apple.com/privacy/manage-your-privacy/



fb.com/security-checkup



FREE

cryptomator.org



FREE

onionshare.org





PEBKAC


